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FIG. 2. AN OVERVIEW OF SCAM INFORMATION SHARING
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TABLE 1. DOTS FEATURES FOR DDOS ATTACK MITIGATION

 
Features

 Message Signaling

 Information Gathering
 Message Security

 DDoS Detection
 

Mitigation
 

Source Tracing  
Alternate Path  

Yes

 Yes
 

-
 -
 

-
 

-  
Yes

No

 -

 -
 

No
 

-   

TABLE 2.  SACM FEATURES 
Yes 
Yes 

- 
Yes 

- 
- 

Yes 

Features 
Information Sharing 

DDoS Detection 
Information Security 

Source Tracing 
DDoS Mitigation 

Network Monitoring 
Automated Processes 

No 
- 

No 
- 

No 

- 
- 

TABLE 3. MILE FEATURES  
Features 

Information Sharing 
DDoS Detection 
Incident Security 
Source Tracing 

DDoS Mitigation 
Information Gathering 
Network Monitoring 

Yes 

Yes 

- 

No 
- 
- 
- 
- 
- 
- 

No 
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TABLE 4. TOOLS USED FOR DDOS DETECTION AND MITIGATION
DOTS

 

No
 

SACM

 

No
 

MLE

 

Yes
 

Tools

 

Cloudare

 

F5 Networks

 

Akamai

 

Arbor Networks
 

Incapsula
 

Level 3
 

Verisign
 

Verizon
 

TABLE 5. TOOLS USED FOR THREAT INFORMATI

ON SHARING AND DETECTION OF THREAT

 

DOTS
 

Yes
 

SACM
 

Yes
 

MLE
 

Yes
 

Tools
 

MISP
 

HELK
 

SQHUNTER
 

CHIRON ELK
 

BANG
 

YARA
 

MAL TINDEX 

Onion Share 

XRay 
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TABLE 6. TOOLS USED FOR THREAT 
INFORMATION SHARING AND FIREWALL

MLE 

Yes
 

Tools  

LOIC  

XOIC  
HULK  

DDOSIM-Layer7  
R-U-Dead-Yet  

OWASP DOS HTTP POST  
DAVOSET  

GoldenEye HTTP Denial of Service Tool  
SURICATA

 

DOTS 

No 

Yes
 

SACM 

No 

Yes
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